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D E C A D E
THE  PASSWORDLESS 
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INTRODUCTION 

George Avetisov
CEO & Co-Founder of HYPR

Email: george@hypr.com
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• Why is Credential Reuse at All-time Highs?

• How has Authentication Evolved?

• Why this is the Passwordless Decade

WHAT THIS TALK IS ABOUT
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Account Takeover (ATO) Fraud 
Costs have Doubled Since 2015

CREDENTIAL REUSE IS AT ALL TIME HIGHS

$1.7B
Of Consumer Banking Traffic 
are Malicious Login Attempts

+56%
Login Attempts in 2018 were

Credential Stuffing Attacks

+30B

“This massive migration of applications from inside the firewall to the cloud, coupled with widespread 
customer password breaches are key contributors to the steep rise in ATO and its costs. “
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Cloud Transformation has
Increased the Attack Surface

COST OF THESE ATTACKS HAS DECREASED FOR THE ADVERSARY 
AND INCREASED FOR THE ENTERPRISE

Tools Like SNIPR and Modlishka
Are Easy to Use

Despite Millions Invested,
MFA Adoption has Stagnated

Since 2015 



Copyright © 2019 HYPR CORP | CONFIDENTIAL 6

H O W
DID WE GET HERE?
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A
BRIEF
HISTORY
OF TRUST
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PASSWORDS
INVENTED IN 1961….. STILL USED TODAY.
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HARD TOKEN 2-FA
HIGH FRICTION - LOW ADOPTION - OFTEN SHARED
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SMART CARDS
POPULARIZED PKI - NICHE ADOPTION
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SMS 2FA 
BROUGHT MFA TO THE MASSES - DEPRECATED BY NIST

IN 2016
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PHONE AS A TOKEN MFA
REPLACED HARDWARE TOKENS – HOW FAR DID IT GET?

?
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• Despite adoption 
for VPN/Remote Login
Desktop MFA is rarely used.

• Users claim the combination of 
Password + MFA is too slow.

GLOBAL MFA ADOPTION 
HAS STALLED IN THE LOW 50% RANGE 
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WHERE WE’RE AT TODAY

• Customer and Desktop
MFA Adoption has Stalled 

• Everybody is Still Using 
Passwords

• A 12-Year Old can Launch Large
Credential Stuffing Attacks
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W H E R E
IS AUTHENTICATION GOING?
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CYBER SECURITY HAS NOT YET EXPERIENCED
TRANSFORMATION

MOBILE CLOUDAGILE
Transformed

Consumer Experiences
Reimagined Software

Engineering
Revolutionized

IT & Infrastructure
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PASSWORDLESS 
IS THE TRANSFORMATION YOU’VE BEEN 

LOOKING FOR
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MICROSOFT, GOOGLE, HYPR ANNOUNCE
THE “TRUE PASSWORDLESS” ERA
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• Shared Secrets Stored Inside Enterprise

• Hackers’ Favorite Target

• Expensive to Defend, Difficult to Use

• Customer and Desktop MFA Gap Unsolved

LEGACY MFA : PASSWORDS, PINS, OTP
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• No Shared Secrets Stored in the Enterprise

• Passwords Replaced with Public-Key Encryption

• Expensive to Attack, Easy to Use

• Addresses Customer and Desktop MFA Gap

TRUE PASSWORDLESS MFA
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“TRUE PASSWORDLESS” MEANS 
EVOLVING BEYOND SHARED SECRETS

EXPENSIVE TO DEFEND
EASY TO ATTACK

EXPENSIVE TO ATTACK
EASY TO DEFEND
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HOW DO I EXPLAIN TRUE PASSWORDLESS MFA?
IT’S LIKE A SMART CARD IN YOUR SMART PHONE
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HOW DOES IT WORK?
OPEN STANDARDS + PUBLIC KEY ENCRYPTION + MOBILE 

AUTHENTICATION

2. Server Sends Challenge and Policy

1. Authentication Request

4. Send Challenge Signature

6. Authentication Completed

3. Securely Sign with 
Private Key Stored 
on Trusted Device

5. Verify Signature 
with Public Key 

Stored on Server

TRUE PASSWORDLESS
MOBILE CLIENT

TRUE PASSWORDLESS
AUTHENTICATION SERVER
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WHO IS ADOPTING 
TRUE PASSWORDLESS MFA?

By 2022, Gartner predicts that 60% of large and global enterprises, and 90% of 
midsize enterprises, will implement passwordless methods in more than 50% of 

use cases — up from 5% in 2018.”
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PASSWORDLESS SCA
STRONG CUSTOMER 

AUTHENTICATION IMPROVING 
USER EXPERIENCE & SECURITY

PRIORITY USE CASES FOR PASSWORDLESS

PASSWORDLESS MFA
ENTERPRISE WORKFORCE 

ADDRESSING THE 
DESKTOP MFA GAP

Secure & Easy 
Transactions

Passwordless 
Transformation

Reduction of 
Mobile 

ATO Fraud

Saving $$$ of 
password costs

Elimination of 
Phishing

PSD2 
SCA Compliance
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HOW IS PASSWORDLESS TRANSFORMING REMOTE 
WORK?
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HOW IS PASSWORDLESS TRANSFORMING REMOTE 
WORK?
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HOW IS PASSWORDLESS TRANSFORMING REMOTE 
WORK?
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WHY 2020 IS THE PASSWORDLESS DECADE
IT’S READY FOR ENTERPRISE SCALE

MAJOR BROWSERS SUPPORT 
FIDO

FIDO AUTHENTICATORS ARE 
BUILT INTO MOST HARDWARE

OPERATING SYSTEMS INCLUDE 
FIDO CLIENTS
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HOW CAN I GET STARTED?
EXPERIENCE TRUE PASSWORDLESS MFA NOW

HYPR.COM/FREE-TRIAL
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T H A N K  
Y O U
Q&A?


