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Cybercrime Support Network

Giving victims of cybercrime a voice.

Cybercrime Support Network is a national nonprofit
whose mission is to assist individual and small business
cybercrime victims before, during, and after a
cybercrime incident.

Report. ) Recover. ) Reinforce.
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The Problem

e Millions of Americans are victims of cybercrime and
online fraud each year with no clear path to
reporting and recovery.

e The true rate or cost of cybercrime and online fraud
to individuals and SMBs is unknown.
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FBI Internet Crime Complaint Center (IC3) 2019 Annual Report

2019 Overall Statistics

IMPORTANT STATS
IC3 COMPLAINTS
500,000 LAST 5 YEARS .
400,000 | # of complaints
300,000 F reported since
200,000 - inception (2000)
| 4,883,231

0

2015 2016 2077 2018 2019

Approximately 340,000 $ 3. 5 bi"i on Over 1,200

complaints received complaints received
per year on average victim losses in 2019 per day on average
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One in Four Americans Have
Experienced Cybercrime

8Y RJ REINMART

Actual losses could be

$338 billion per year

for 50M American consumers and SMBs.



Advance Fee

Auction

Business Email Compromise

Charity
Civil Matter

Confidence Fraud/Romance

Copyright/Counterfeit
Corporate Data Breach
Credit Card Fraud

Crimes Against Children

Criminal Forums

Denial of Service

36+ Cybercrime Categories (IC3)

Duplicate

Employment

Extortion

Gambling

Government Impersonation
Hacktivist
Harassment/Threats of
Violence

Healthcare Related
Identity Theft
Lottery/Sweepstakes

Malware/Scareware

Misrepresentation

No Lead Value
Non-payment/Delivery
Phishing/Smishing
Ransomware

Real Estate/Rental
Re-shipping

Social Media

Terrorism

Virtual Currency

Virus









{cybercrime
SUPPORT NETWORK

Philadelphia Police & 4 N

. Follow )
@PhillyPolice . J/

o

Yes, our @YouTube is down, too. No, please
don't call 911 - we can't fix it.

6:30 PM - 16 Oct 2018

8,659 Retweets 22,495 Likes O “ 0 ' @ ° ‘ ‘ .

) 460 118K ) 22




The Hotline Issue

AARP Fraud Watch
Scam-Tracker

Office of Inspector General Dept. of
Transportation
https://www.oig.dot.gov/hotline

U.S. Treasury
IRS Impersonation Scam Reporting

National Center for Missing and Exploited
Children
Cyber Tip Line

Internet Crime Complaint Center FBI (IC3)
Complaint Form

U.S. Senate Special Committee on Aging's
Fraud Hotline 1-855-303-9470

2017 Committee Report Pages 43-47 have
lists of potential places to report

International in cooperation with
FTC
econsumer.gov

FTC US Complaints
ftc.eov/complaint

National Consumers League
fraud.org

FTC report Identity Theft
identitytheft.gov

Call for Action
Callforaction.org

Better Business Bureau
BBB Scam Tracker

US Cert for Business
Report an Incident
Report Malware

Reporting Phishing Email to APWG

Consumer Financial Protection
Bureau (Gov)

Report a Complaint
Complaint Categories

Anti-phishing Working Group
(APWG)
https://www.antiphishing.org/report
-phishing/overview/

Forward phishing email as an
attachment to:
reportphishing@apwg.org.

Identity Theft Resource Center
888-400-5530

AARP Fraud Watch Helpline

Call 877-908-3360 to share your
story and receive assistance from
our call center


https://action.aarp.org/site/SPageNavigator/FraudMap.html%3Fcmp=RDRCT-ADV-FRAUD-050916
https://www.oig.dot.gov/hotline
https://www.treasury.gov/tigta/contact_report_scam.shtml
http://www.missingkids.org/gethelpnow/cybertipline
https://www.ic3.gov/complaint/default.aspx/
https://www.aging.senate.gov/imo/media/doc/2018%2520Fraud%2520Book.pdf
https://www.econsumer.gov/en/Home/FileAComplaint/1
https://www.ftccomplaintassistant.gov/
http://www.fraud.org/homepage%3Fsplash=1
https://www.identitytheft.gov/%3Futm_source=takeaction
http://callforaction.org/about/
https://www.bbb.org/scamtracker/us
https://www.us-cert.gov/forms/report
https://www.malware.us-cert.gov/MalwareSubmission/pages/submission.jsf
https://www.us-cert.gov/report-phishing
https://www.consumerfinance.gov/complaint/getting-started/
https://www.consumerfinance.gov/complaint/data-use/
https://www.antiphishing.org/report-phishing/overview/

International
Solutions
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UK, Canada and Israel
Solutions
One national number to call
Jurisdiction legislation
Need social workers

Over 50% no law enforcement
response

Canadian Anti-Fraud Centre Canada

Fraud types  Protect yourself  Report an incident

Home - Report an incident

Report an incident
It's not always easy 10 Spot a scam, and new cNes are invented every day

If you suspect that you may be a target of fraud, or ¥ you have already sent funds, don't be embarrassed - you're not alone. If you want 10 report a fraud, or if
you need mone information, contact The Canadan Art- Fraud Centre:

Ways to report fraud

ActionFraud

Pemnat & Cyher Crves Augaring Cavere: REPORTING TYPES OF FRALD PREVENTION NEWSROOM ABOUT US Q
AN 0300123 20400

>

24/7 LIVE CYBER REPORTING
\FOR BUSINESSES

Israel Launches Cybersecurity Hotline
for Suspected Hacking

The center is the first such emergency response line in the world and aims to help
businesses and individuals

Reuters | ©Send me emall alerts
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CSN
Solutions
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FraudSupport.org for Individuals

I'm an Individual and | need help with...

E
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Financial
/Purchase Scams

12 Repart, Recower ad Retnforce yourse! Bom any francud (yte
Il @
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¥ you think you are 3 VOam of an online SROPEING SCAM, We Necommend That you act immediately by following our guldelines
Delow, and then proceed 10 our Repert. Recover. and Reinforce sectons for further assstance.

Some Immediate Action Steps to Take

v Collect ¥l relevant documentation related 10 the Scam and keep tham i a secure file, You may need to provide this
documentation when you file a report.

/nmwmommmmmmmmmmmm
* Yis 800-847.2911
= American Express 8005284300
= MagerCard B00-307-7309
° Digcover 801.902.3100
= Capral One BOO-227.4825
= Chase 800.432.3117

v I you paid with a debit card, call your bank or financial Instiution.
V' Repoet the scam 1o the cnline plattorm where you purchased the g0od ce senvice:
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FraudSupport.org for SMBs

e -

M I'm a Business and | need help with ,




Utilize existing national 211 infrastructure 7 oForices

Victims call for support to report, recover
and reinforce their security.

211 call specialists provide referrals to
organizations or law enforcement that

can hel P. Get Connected. Get Help.™

Implemented Programs Upcoming Programs  Applications Completed
Rhode Island North Carolina

Texas
Orlando, FL New Jersey California
West Michigan Florida

Mississippi



Crime Categories Served by 211 (cybercrime
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~ v 1
|

* MV - r \
Information Requests

1 90 7

1 ‘ percent

Financial Purchase Scams

18.2 percent ——;
Cyberbullying

1.0 percent —
Identity Theft

| 34 4 percent
1 - b K . ! .
Imposter Scams
.- )

Hacked Accounts/Devices



The Three Golden Rules

Scam Spotter

Stay scam-free with these
three golden rules:

/ Slow it down / Spot check \/Stop! Don’t send

Take your time and Always look up the No reputable person or
ask questions to avoid bank, agency or agency will ever demand
being rushed into a organization that's payment on the
bad situation. supposedly calling and spot—especially not

get in touch directly. gift cards.

Google ScamSpotter.org

cybercrlme

SUPPORT NETWORK

With the three golden rules,
ScamsSpotter.org offers easy-
to-follow help to prevent
cybercrime.

1. Slow it Down.
2. Spot Check.
3. Stop! Don’t Send.
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CISA Cooperative Agreement

Incident Collection Identify and refine requirements for a national cyber incident collection system
focused on individuals and SMBs.
Information Sharing Research and map existing cyber threat information sharing processes related

to consumer and SMB cyber incidents to current needs. Explore and evaluate
the most effective methods for cybersecurity information sharing focusing on
regional sharing model.

Response Directory Research existing directories and/or information sources of Federal, SLTT, and
other professional entities that support cyber incidents/crimes and evaluate the
needfeasibility and design the framework to create a new centralized
Response Directory.

Victim Resource Catalog Build a catalog of cyber education and awareness resources that would be
provided to consumers and businesses impacted by cyber incidents.
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Resource Library

The FraudSupport.org Resource Library provides tools, resources and collateral for educators, law enforcement, businesses, and organizations to share with their audiences and
the general public. Please feel free to print, distribute and share these resources with your audiences,

Resources on this page are the property of the Cybercrime Support Network.

ERCRIME 52| RED HEARTS @
M RED FLAGS

Red Flags of a Romance Scam:

B You meet someone online and after just & few CoNtacts or &
short time, they profess their love or strong feelings for you.

B They ask you 10 STar communicating by text or personal emad,
awy from the orginal ske you met on

W Their profile you read on the ske might not match everything
they tell you

B After gaining your trust, they start telling you stories of bad huck
o medical ifnesses.

R They indirectiy/directly ask for money, gift cards, or funds to
pary Credit cards.

Their messages are poorly written, inconsistent, or
somadmes vegse [

They offer varicus excuses for why they CanT show you more
photos of themseives.

B They delay meeting in person or talking with you on a video chat

# When you do agree to meet, they cancel of pestpone due 10
SO emerpency.

NN
i you notice any of these red flags:

*af ou o samasne po sesmedione donger. ool #11 Age oway **

¢ Report the incident to the E3Linternet Cume Complaint Center 0C3)

* To help dating sites provide the best services possible, report the incident by
clicking the ogo below for the site where the connection first took place

v focebook Grncr 7

gty Our W reerre dtinder .

FOr more romance scam recovery tps, visk EaudSuppoct.og

Report. Recover. Reinforce.

A ybercreme and Onine

viosce for Victims

Cybercrime & Online Fraud
Can Happen to Anyone

FraudSupport.org is here to help.

Report. Recover. Reinforce.
i3

A resource data guide you

theough the steps to find help

after a cybercrime has occurred -

Simple Rules to Stay Safe

seems 100 good 10 be

Never wire &y o send a check
meone claims to be from a federal agency, call
€ 10 confirm

Never accept mone

can keep some

Help S

FraudSupport.org

powered by

rerim
SUPPORT NETWO




ﬂ"—*‘{f’&; Cybercrime Support Network
% 54 236 subscribers

. immediate
.. action steps

if your

social m

is hacked

o

¥
o
<

Tips
Oyterinme g Networs

—

= S Steps If Your Secial Media Account
=
Cytercrime Support Network
5 Steps If Your Social Media Account
2 BERS N is Hacked
Cytercrime Suppor! Network

5 Steps %0 Take if a Phishing Emall is
3 ) Clicked ot Your Business
L
-oes Cytercrime Support Network
Charity Scam Wamisg Sigea
- ‘ - A Cytercrirme Support Network

~53

N 5 imeediate Action Steps If You
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What does success look like?

* Increased reporting

* Increased recovery

* |Increased resources

* Decreased crime and re-victimization!
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Craic N Kk e the
et S ATET  capadlly @

Philanthropies ==

N

comcast Google KnowbBes4  yerizon’

B® Microsoft ™ NordvPN' ) TREND.

Federal Grant Funding
U.S. Department of Justice
Office for Victims of Crime
U.S. Department of Homeland Security (CISA)



Thank you.

Kristin Judge
CEO/President
info@cybercrimesupport.org

Cybercrimesupport.org
FraudSupport.org
Scamspotter.org

YouTube:
Cybercrime Support Network

Twitter:
@FraudSupport
@CyberSupportNet



