
Cybercrime Support Network
Giving victims of cybercrime a voice.

Cybercrime Support Network is a national  nonprofit 
whose mission is to assist individual and small business 
cybercrime victims before, during, and after a 
cybercrime incident.

Report. Recover. Reinforce.
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The Problem

● Millions of Americans are victims of cybercrime and 
online fraud each year with no clear path to 
reporting and recovery.

● The true rate or cost of cybercrime and online fraud 
to individuals and SMBs is unknown.



FBI Internet Crime Complaint Center (IC3) 2019 Annual Report



Actual losses could be 

$338 billion per year
for 50M American consumers and SMBs. 



36+ Cybercrime Categories (IC3)

Duplicate

Employment

Extortion

Gambling

Government Impersonation

Hacktivist

Harassment/Threats of 

Violence

Healthcare Related

Identity Theft

Lottery/Sweepstakes

Malware/Scareware

Advance Fee

Auction

Business Email Compromise

Charity

Civil Matter

Confidence Fraud/Romance

Copyright/Counterfeit

Corporate Data Breach

Credit Card Fraud

Crimes Against Children

Criminal Forums

Denial of Service

Misrepresentation

No Lead Value

Non-payment/Delivery

Phishing/Smishing

Ransomware

Real Estate/Rental

Re-shipping

Social Media

Terrorism

Virtual Currency

Virus









● AARP Fraud Watch
Scam-Tracker

● Office of Inspector General Dept. of 
Transportation
https://www.oig.dot.gov/hotline

● U.S. Treasury
IRS Impersonation Scam Reporting

● National Center for Missing and Exploited 
Children
Cyber Tip Line

● Internet Crime Complaint Center FBI (IC3)
Complaint Form

● U.S. Senate Special Committee on Aging’s   
Fraud Hotline 1-855-303-9470
2017 Committee Report Pages 43-47 have 
lists of potential places to report

● International in cooperation with 
FTC
econsumer.gov

● FTC US Complaints
ftc.gov/complaint

● National Consumers League
fraud.org

● FTC report Identity Theft
identitytheft.gov

● Call for Action
Callforaction.org

● Better Business Bureau
BBB Scam Tracker

● US Cert for Business
Report an Incident
Report Malware
Reporting Phishing Email to APWG

● Consumer Financial Protection 
Bureau (Gov)
Report a Complaint
Complaint Categories

● Anti-phishing Working Group 
(APWG)
https://www.antiphishing.org/report
-phishing/overview/
Forward phishing email as an 
attachment to:
reportphishing@apwg.org.

● Identity Theft Resource Center
888-400-5530 

● AARP Fraud Watch Helpline
Call 877-908-3360 to share your 
story and receive assistance from 
our call center

The Hotline Issue

https://action.aarp.org/site/SPageNavigator/FraudMap.html%3Fcmp=RDRCT-ADV-FRAUD-050916
https://www.oig.dot.gov/hotline
https://www.treasury.gov/tigta/contact_report_scam.shtml
http://www.missingkids.org/gethelpnow/cybertipline
https://www.ic3.gov/complaint/default.aspx/
https://www.aging.senate.gov/imo/media/doc/2018%2520Fraud%2520Book.pdf
https://www.econsumer.gov/en/Home/FileAComplaint/1
https://www.ftccomplaintassistant.gov/
http://www.fraud.org/homepage%3Fsplash=1
https://www.identitytheft.gov/%3Futm_source=takeaction
http://callforaction.org/about/
https://www.bbb.org/scamtracker/us
https://www.us-cert.gov/forms/report
https://www.malware.us-cert.gov/MalwareSubmission/pages/submission.jsf
https://www.us-cert.gov/report-phishing
https://www.consumerfinance.gov/complaint/getting-started/
https://www.consumerfinance.gov/complaint/data-use/
https://www.antiphishing.org/report-phishing/overview/


International
Solutions



UK, Canada and Israel 
Solutions

● One national number to call

● Jurisdiction legislation

● Need social workers

● Over 50% no law enforcement 
response    



CSN
Solutions



FraudSupport.org 



FraudSupport.org for Individuals 



FraudSupport.org



FraudSupport.org



FraudSupport.org



FraudSupport.org for SMBs



Utilize existing national 211 infrastructure

• Victims call for support to report, recover 
and reinforce their security.

• 211 call specialists provide referrals to 
organizations or law enforcement that 
can help.  

Upcoming Programs
• North Carolina

• New Jersey

Implemented Programs

• Rhode Island

• Orlando, FL

• West Michigan

• Mississippi

Applications Completed

• Texas

• California

• Florida



Crime Categories Served by 211



The Three Golden Rules

With the three golden rules, 
ScamsSpotter.org offers easy-
to-follow help to prevent 
cybercrime.

1. Slow it Down. 
2. Spot Check. 
3. Stop! Don’t Send. 



CISA Cooperative Agreement



FraudSupport.org





What does success look like?
• Increased reporting
• Increased recovery
• Increased resources
• Decreased crime and re-victimization!



Sponsors & Funding

Craig Newmark 
Philanthropies

Federal Grant Funding
U.S. Department of Justice 
Office for Victims of Crime

U.S. Department of Homeland Security (CISA)



Thank you. Kristin Judge
CEO/President
info@cybercrimesupport.org

Cybercrimesupport.org
FraudSupport.org
Scamspotter.org

YouTube:
Cybercrime Support Network

Twitter:
@FraudSupport
@CyberSupportNet


