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What is Zero Trust?

● Where/how/when trust is decided has changed

● Must continuously verify

● Assume all networks are hostile

● This is not a “rip & replace” conversation



ZTN



ZTN It’s On Fire Yo!







What is Zero Trust?

● 2004(ish) - Jericho Forum

● 2010 - John Kindervag, coined term ‘Zero Trust’

● 2014 - Google BeyondCorp

● 2017 - O’Reilly Zero Trust Networks



Change in IT Landscape
With a shift to cloud and mobile-first world, a new approach to 
security is needed.

Cloud Mobile Anywhere



Shift to Zero Trust Trends
Security/IT teams need to enable user access, from any device and 
anywhere, while preventing breaches.

Enable Multi- Cloud 
Access
● Cloud infrastructure
● SaaS apps

Enable BYOD
•Work from anywhere 
using personal 
devices
•Third-parties, 
contractors, etc.

Breach 
Prevention
•Compromised 
credentials
•Phishing



Focus on securing access to the application by verifying 
the user, inspecting the device and context

Coverage for all apps including SaaS apps outside the 
corporate network.

FW

Focus on securing access to the network by 
inspecting the device.

Traditional perimeter approach “Zero Trust” approach

NAC
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How Do You Establish Trust
Easily and Effectively?



Castles Don’t Scale



Don’t trust something just 
because it’s on the 
“inside” of your firewall





Is the password…password?



No!! Now go away, or I shall taunt you a second time!



Lessons 
From History
The sack of Rome in 410 AD



Remember when you 
only had to outrun 
the other hiker?



Now there’s more 
than enough bear 
to go around



Reducing the Risk

Threat        Vulnerability    Impact         Risk
Attacker can 
access across 
the network and 
have a field day

Widespread 
breach

Intrusion through 
compromised 
credentials/
device

Wide scale 
compromise -
exfiltration, data 
corruption or 
system stoppage =

Policy driven 
access and 
device checks 
reduce attack 
surface

Risk 
mitigated

Trusted access 
reduces 
probability of 
password/ device 
compromise

If device, user 
credentials, 
device check and 
policy fail -
lateral movement 
limited
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The Flaming Sword of Justice



Data Breaches



81%
Of breaches involve stolen 

or weak credentials

70%
Of breaches involve 

compromised devices

Sources: 2017 Verizon DBIR, 2016 IDC Research



Porous 
Perimeter VPN

RDP

DNS EMAIL

HTTP(S)



Perimeter?



“The perimeter is anywhere an 
access decision is being made.”



New Perimeter

Old PerimeterCloud Applications

Hybrid Cloud

Personal Devices 

Vendors & 
Contractors

Mobile Devices 

Remote Employees

Traditional Network:
Endpoints, On-site Users, 

Servers, Apps



Protect organizations by 
verifying the identity of users
and the health of their 
devices before connecting to 
the applications they need.

Every Application

Trusted 
Devices

Trusted 
Users

Visibility & 
Policies

Zero-Trust Model: Focus on Access



The Summer of Breach 2012



Been There…



FOUR YEARS AGO…



THREE YEARS AGO…AND NOW



What’s Open In USA?



182,698,085



Systems Vulnerable to Eternal Blue

1,562



Systems Vulnerable To Heartbleed 

18,205



Systems Vulnerable to BlueKeep

38,999



Trusted Access 
Security, Value 
Proposition

● Devaluation of stolen credentials 
● Low hanging fruit sours.
● Complicates lateral movement 

through uniform security policy.
● Attackers have to work that much 

harder.



Bastion Hosts



From DMZ To The Soft Chewy Centre



Setting Expectations



A Game of Increments



Determining Priorities



1 2
How do you stop 
attacks that use

stolen (yet legitimate) 
credentials?

How do you prevent 
devices with poor 

security hygiene from 
accessing critical apps?



Security Best Practices

● Strong Authentication
● Intuitive Authentication
● User Risk Assessment

● Up-to-date Devices 
● Well-configured Devices
● Managed Devices
● Device Authentication

● All Cloud Apps
● All On-Prem Apps
● Consistent End User 

Experience & Security

Policies Are Unique to Each User and Device

Verify Your 
Users

Verify Their 
Devices

Protect Every 
Application



Security Beyond the Perimeter



Trusted Users: 

➔Allow only known users
➔Verify identity with strong 

authentication
➔Regardless of location
➔On every access
➔For every application

Every Application

Trusted UsersTrusted Devices

Visibility & 
Policies



Attackers must 
compromise:

Example: Stolen Credentials

● Username
● Password
● 2nd auth factor

● Trusted device



Trusted Devices: 

➔Allow only known devices
➔Distinguish user- vs. corp-

managed
➔Enforce device hygiene
➔Regardless of location
➔On every access
➔For every application

Every Application

Trusted UsersTrusted Devices

Visibility & 
Policies



Protect Sensitive Apps From Risky Devices



BYOD

Example: Devices with Poor Security Hygiene

Cloud Apps

On-Premises 
Apps

Enforce Device Policy:

● Known device
● Up-to-date software
● Security configuration
● Device risk



Every Application:

➔Cloud-based or on-prem
➔Regardless of access 

location
➔For every user
➔On every access
➔For every device

Every Application

Trusted UsersTrusted Devices

Visibility & 
Policies



Enforce Policy Based Controls 

Get Granular
● Block anonymous networks, out-of-date browsers and 

plugins, and rooted or jailbroken devices

● Require users to enable screen-lock and use U2F or 
push authentication  

● Ensure all systems are up-to-date

63



Zero Trust 
Shopping List

● Asset Inventory.
● User Management.
● Device Management through uniform 

security policy.
● Defined Repeatable Process.
● User and Entity Behavior Analytics.
● Network Zone Segmentation.



The Authentications Must Flow



Supply Chain Security



SSH





A Better Way Forward



WebAuthN





Zero Trust True-isms

• Assume the network is hostile
• Establish a trust engine
• Reduce threat surface
• Continuously validate for authorization
• KISS



Zero Trust
Summary

● Build an asset inventory.
● Get a solid hold on user 

management.
● What’s on your network?
● Defined Repeatable Process
● User and Entity Behavior Analytics.
● Network Zone Segmentation.



The Sword Is Dissolving



No Need For The Holy Hand Grenade



Thanks For Listening!



Thanks!
gattaca@duo.com
@gattaca
www.duo.com


