


• The problem: 
• Talking past each other across discipline and up/down the chain, leads 

to poor management of IT security risks

• One possible approach:
• Construct KPIs linked to IT metrics and a business impact model, within 

your existing risk management methods

• The potential outcome:
• A living governance your leadership team can use to manage IT security 

risk holistically alongside other business priorities
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To be properly stated, a business risk will 
always consists of:

An identified “Threat” or “Exposure”

• some act, done by someone, with some thing as 
a target

A Likelihood or “Probability” of occurrence

• The chances of it going wrong

A Business “Consequence” or Impact 

• The price you will pay if it goes wrong

Example: “There is a high probability 
that a malicious insider could expose 
customer PII resulting in significant fines 
and damage to our reputation.”  

Yet “significant” is not quantitative!
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Risk   =  Threat  x  Probability  x  Consequence

Current Events
Situational Assessment
Systemic Programs

Exposure of  Property
Audit Failure
Damage to Reputation
Future Sales Loss
Hard $ Loss

Vulnerabilities
Compliance Assessments
Over Privilege Accounts 
Malicious Insiders

RiskScore   ≅ 𝐵𝑖𝑎𝑝𝑝 σ𝑖=1
𝑛 𝑊𝑖𝑅𝑒𝑖

RiskScore:  A non-dimensional measure of the level of risk from all sources.  This number
Is used for relative comparison of the level of the enterprise’s risk from time to time
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• Collect “exposure metrics” from the technical team

• Structure them into KPIs intelligible to the business team

• Link that to a business impact framework you co-create with the 
business team

• Plug that into the existing risk management processes of the 
business

• Team with leadership to employ the results, using it to govern 
priorities within risk tolerances that now are intelligible and 
quantifiable

• Iteratively tweak & improve based upon each year’s experience
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Metric 1 Metric 2 Metric 3 Metric 4 Metric 5 Metric 6 Metric 7 Metric 8 KPI

High Sev
Security 

Vulnerabilities 
in perimeter

Sev1 
Security 
Incident 

Aging/
Overdue 
Security 
CAPAs

Number of 
deviations 
in current 
month not 
closed by 
date due

# of 
systems 
internet 
facing or 

client 
data

# of systems 
out of 

applicable 
security 
policy

% out of 
policy

Sub 
Total

VLANs
# with 

cognitive 
detector

% 
without 

cognitive 
detector

Sub 
Total

# of 
privilege

d user 
IDs

# of 
privileged 
user IDs 

that have 
differentia
ted access

% of 
privileged 

user IDs that 
have 

undifferentia
ted access

Sub 
Total

# 
Employees

#Trained 
(on Security 
and Privacy 

SOP)

% not 
trained

Sub 
Total

Total 
Client
Data 

Integrity 
Score

Hypothetical September management review 
would discuss subtractors & steps to resolve

Offering 1’s KPI: 3 out of 20 
-3 for a vulnerable legacy server
-7 for a Sev 1 security incident
-3 for three late deviations
-2 for 20% systems out of policy
-1 for only 2/3 cognitives deployed
-1 for 10% shared priv IDs

All offerings average KPI: 13 out of 20 
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# PII 
Records Cur Q Cur+1 Q Cur+2 Q Cur+3 Q 4 Qs of Rev KPI

Potential Lost Revenue 
from KPI Driven Delays

Potential Cost of KPI-
Driven  

Fines/Remediation

% 
likelihood 
of Impact

Potential 
Direct 

Dollars at 
Risk

Offering 1 2000 $1,000 $2,000 $2,500 $3,000 $8,500 20 $0 $10,000 0% $0
Offering 2 0 $10,000 $10,000 $10,000 $10,000 $40,000 10 $20,000 $0 50% $10,000
Offering 3 100000 $1,000 $2,000 $2,500 $3,000 $8,500 5 $6,375 $500,000 75% $379,781
Offering 4 50000 $10,000 $10,000 $10,000 $10,000 $40,000 0 $40,000 $250,000 100% $290,000
Portfolio 1 152000 $22,000 $24,000 $25,000 $26,000 $97,000 9 $66,375 $760,000 100% $679,781
Offering 5 3000 $1,000 $2,000 $2,500 $3,000 $8,500 8 $5,100 $15,000 60% $12,060
Offering 6 50 $10,000 $10,000 $10,000 $10,000 $40,000 18 $4,000 $250 10% $425
Portfolio 2 3050 $11,000 $12,000 $12,500 $13,000 $48,500 13 $9,100 $15,250 60% $12,485
Offering 7 4000 $1,000 $2,000 $2,500 $3,000 $8,500 1 $8,075 $20,000 95% $26,671
Offering 8 900 $1,000 $2,000 $2,500 $3,000 $8,500 20 $0 $4,500 0% $0
Offering 9 18000 $10,000 $10,000 $10,000 $10,000 $40,000 3 $34,000 $90,000 85% $105,400
Portfolio 3 22900 $12,000 $14,000 $15,000 $16,000 $57,000 8 $42,075 $114,500 95% $132,071
Business 177950 $45,000 $50,000 $52,500 $55,000 $202,500 10 $117,550 $889,750 100% $824,338
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For example, various tools 

support a Risk Register as 

well known mechanism for 

managing and assessing 

business risks, which can 

now include IT security risks

Link your metrics-driven 

management KPI(s) into such 

established practices to 

enable more holisitic

governance of security risk
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• Come up with your own weighted KPI(s) built on exposure metrics

• Link that to an impact framework co-created with business leadership

• Then together use it within existing risk management governance

• Update your KPI and framework at least yearly, evolve from experience

Metrics -> KPI -> Impact Framework -> Risk Management -> Governance -> Iterate
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Thank you!
Please contact Diane Hill <dhill@us.ibm.com> 

if you wish to discuss how this might be applied in your organization.
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