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THE STATE OF CYBER

CYBER THREATS ARE INCREASING IN SCALE AND IN SCOPE

Adversarial Objectives are Changing

» Traditionally Trade Secrets, last two years shift to PII/PHI

* Brazen tactics include Destruction & Public
Acknowledgement

The Threat is Evolving in Sophistication

« Traditional intrusions result from malicious
emails, websites, or removable media

* Now sophisticated attackers leverage complex issues like
supply chain risks & network infrastructure security

It Pays to Invest in Strong Defense

« Poor Cyber Hygiene played a pivotal role
In the costly, high-profile cyber incidents of 2015

* Always assume the adversary will “get in” &
ensure your networks are prepared to respond




Collect administrative credentials from Group Policy scripts
I N I R l | S I O N L I F E‘ Y‘ L E or local machine using open source tools

Use pass-the-hash (PtH) and other methods to use stolen

A N D I\/I I I I ( ;A I I O N E ; credentials to spread to other computers
Search for more privileged credentials (e.g., Domain Admin)

to control entire network

Backdoor implant or beacon for command

B e in0, Water-holing, and control (C2) and download modules

exploit CVE, SQL injection, Use public services (e.g., Google, Twitter,
exploit zero-day vulnerability, etc. Facebook) for C2

Privilege escalate on local computer; use “run

Collect target email addresses, keys,” “scheduled tasks,” “services,” or other
scan servers for vulnerabilities persistence points on Windows computer
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Use SSL, Tor, BitTorrent, and other
encrypted anonymous protocols to
hide exfil traffic

Use drivers and special malware to
destroy data and render systems
unusable and unrecoverable
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» Enable Anti-Exploitation » Implement Application  + Use Anti-Virus File  Control Admin Privileges -« Offline Backups, Thin
Features Whitelisting Reputation Services * Limit Host -Host Comms  Clients/Sandboxing

» Take Advantage * Implement Intrusion » Use DNS Reputation » Segregate Networks (Other)
of Software Improvements Prevention System Services

» Secure Host Baseline
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Protections provided by the IAD Top Ten Mitigations

& Host Mitigations Package
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